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Mutual information power analysis attack of HMAC based on SM3
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(1. College of Information Security Engineering, Chengdu University of Information Technology, Chengdu 610225, China;
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Abstract: A novel method of mutual information power analysis attack was proposed. The method was built on the basis of
the basic principle of power analysis and the basic theory of information. For the purpose of attacking the key, the mutual in-
formation values was computed using two values between the mediate variable with the power traces. An experiment was im-
plemented on the algorithm of HMAC based on SM3 using this method. The experimental results show the proposed attack
method is effective because the initial value of state variable can be successfully retrieved to compute the real true key.
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